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Introduction
Financial institutions are leading targets of cyber-attacks. Banks are where the money is and for
cybercriminals, attacking a financial institution is much more profitable than others.
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Financial institutions like Banks, Fintech companies, Mortgage brokers, Transaction apps and
Insurance companies are subjected to extortion, theft, and fraud. A financial institution's cyber data
represents the crown jewels for cybercriminals, who can monetize the stolen loot on the dark web.
According to ASIC, the Financial sector is the second most affected sector by cyber security
incidents. The Health Sector comes first on the list.
With the shortage of skilled staff and trimmed budgets, cyber threats are ravaging the financial
sector. The number of cyber-attacks on financial institutions continues to trend higher. With COVID19, remote working became an essential part of our lives, which might be the underlying reason for
this trend.
Large financial institutions can devote significant resources to cyber defence, and so are generally
regarded as having among the best cyber defences of any company. However, with the growing
number of fintech start-ups, there is a surge in cyber-attacks in the financial sector. New start-ups
might compromise security and privacy due to exponential growth and meeting performance
requirements. Given the very large number of attacks, it seems almost inevitable that at some point
the defences of a significant financial institution will be breached.
In Australia and internationally, financial institutions and regulators are focusing on strengthening
the resiliency of individual institutions and the financial system to a substantial cyber-attack.
In this paper, we’ll explore financial services’ major cyber threats. The growing need for the cyber
security of financial institutions. We’ll also propose what security leadership can do to help prevent
cyber-attacks and safeguard sensitive financial data.

Financial Sector Threat Landscape
Financial institutions are deeply impacted by malfunctioning IT systems, human error and cyberattacks. It is important to accept that cyber risks are outside an entity’s realm. These risks have
grown as digital platforms and service channels have become more important to economies and
are increasingly interconnected and complex.
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With exponential growth in technology innovation, capability and attack sophistication has
increased with organised cybercriminals and state-sponsored attackers.
The following list identifies how financial institutions’ operations can be disrupted by direct
infrastructure cyberattacks, or indirectly, by attacks on affiliated partner organizations:

1. Locking malware or Ransomware: A large bank can suffer a ransomware attack that renders the
majority of the bank’s computers unusable, resulting in operational disruption and client service
disruption. In the past 6 months, ransomware related breaches added up to 43%.

2. Large wire transfer fraud: A financial institution experiences a significant monetary loss from a
fraudulent transfer induced by a cyberattack. Impersonation fraud involves a malicious actor
impersonating another individual to gain access to an account, system, network or physical location.

3. Data breach: A data breach may lead to a compromised system and information with attackers
stealing sensitive data about the company, their clients and other financial information, and emails
and other internal documents. A data breach may be executed with one of the following, but not
limited to, attacks:
a. Placing malware in trading systems: Malware induces abnormally large trading volumes
that affect price discovery.
b. Collaborated Cyber-attacks: Several major attacks on critical core infrastructures occur at
the same time with a bank losing millions.
c. Attack disrupts payment-processing gateways: Cyber-attack causes intermittent
disruptions of a retail payment system over a week, affecting tens of thousands of companies
worldwide.
d. Massive malware infection: Millions of network routers worldwide begin malfunctioning
simultaneously due to malware installed surreptitiously at the factory.

4. Cloud environment: Financial institutions are moving towards cloud platforms for obvious
reasons of low cost and maintenance. However, cloud platforms are still a mystery for many
organisations. Poor data classifications, misconfigurations and shadow IT makes cloud platform a
difficult domain to manage security.
5. Human error breaches: The second-largest source of data breaches during the last six months
was human error. The most common type of human error leading to a data breach is sending
confidential information to the wrong recipient.

6. Third-Party / Vendors: Financial institutions rely heavily on external service providers. It has
been observed that third parties/vendors are subjected to cyber threats due to a lack of adequate
security practices. Cybercriminals often use vendors as their attack launching platform.
7. Phishing attacks: The use of stolen credentials is the number one method hackers use to gain
unauthorized access to accounts. Many of these cyberattacks occur when bank customers or
employees click on an email or link or download an attachment in an email. The email may state that
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their account has been compromised and they need to log in with new information, which is then
used by the criminal to access the account.

8. Business email compromise (BEC): BEC continues to present a major threat to Australian
businesses and government enterprises, especially as more Australians work remotely.
Cybercriminal groups conducting BEC have likely become more sophisticated and organised, and
these groups have developed enhanced, streamlined methods for targeting Australians.
9. Rapid exploitation of security vulnerabilities: State and criminal cyber actors continued to
compromise large numbers of organisations by prosecuting publicly disclosed vulnerabilities at
speed and scale. There were several large-scale, high-profile attacks in the financial year – including
those affecting Accellion, Microsoft Exchange and SolarWinds.

10. The exploitation of the pandemic environment: Malicious actors exploited the coronavirus
pandemic environment by targeting Australians’ desire for digitally accessible information or
services. For example, spear-phishing emails were regularly associated with COVID-related
topics, encouraging recipients to enter personal credentials for access to COVID-related
information or services.

Source:https://www.oaic.gov.au/privacy/notifiable-data-breaches/preventing-data-breachesadvice-from-the-australian-cyber-security-centre

What can your organisation do to
protect from cyber-attacks?
Protecting financial institutions from cyber-attacks is a challenge due to the inherent complexity
and diversity. As financial institutions are investing heavily in SaaS and mobile environments the
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attack surface increases substantially.
However, with a comprehensive cybersecurity strategy, roadmap and action plan a cyber-resilient
state is achievable. Adopting industry standards like APRA CPS 234, CPG 235 is critical for any
financial institution.
APRA developed the CPS-234 standard to ensure the board is accountable and responsible for
cybersecurity. Additionally, CPS-234 focus extensively on the effectiveness of controls. So does
the SOC2 and ISO27001.
It is highly critical to adopt and adhere to cybersecurity standards and be consistent within the
organisation.

Five Steps to the protection
Step 01 - Adopt a Security standard
It is highly recommended to adopt at least one industry standard to manage cybersecurity.
Being a financial institution APRA CPS 234 is an obligation. However, consider ISO 27001 or
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NIST CSF in addition to APRA CPS 234.

Step 02- Gap assessment
Perform gap assessments to identify current security posture and gaps in compliance to
adopted security standards.

Step 03- Build strategy and Roadmap to fill the gaps
Based on the identified gaps, build a strategy with a roadmap and action plan to fill the gaps.
Hire external resources, if required, to build strategy.

Step 04- Build compliance engine
Cybersecurity is an ongoing process, therefore, develop a compliance mechanism to gain
visibility of compliance in real-time.

Step 05- Seek Assurance
It is highly recommended to seek assurance in the form of SOC2 or SOC for cybersecurity to
measure the effectiveness of controls. Assurance certificates or reports will also help you gain
trust of your peers.

Top 7 Cybersecurity Recommendations
for Financial Institutions
1.Threat Modelling and Compliance Requirements:
Threat Modelling can help financial institutions of all sizes to prevent irregularities or errors in
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data management while preventing liabilities that may occur. Threat modelling helps
organizations to understand their attack surface and the performance of data storage security.
Threat models must be developed by including automated platforms, operations and security
teams to better understand their attack surface. It is recommended to include threat
intelligence from industry standards like OWASP, MITRE, CIS.
In the case of financial institutions, non-compliance is a serious risk that may lead to
catastrophic impacts. Financial institutions must include detailed compliance requirements in
their strategy. Some of the most common compliance requirements are Privacy Act 18, GDPR,
APRA CPS 234, PCI-DSS, PSD 2.

2. Gain Visibility:
Identifying threats correctly is not enough, you will need to monitor threats in real-time.
Develop and build SOC platform in order to monitor threats, behaviours and alerts. It is highly
important to have log correlation capabilities, in order to identify attacks at their early stages.
Highly trained SOC staff will practice threat hunting to detect threats before they infiltrate your
systems.

3. Credential Warfare:
For any financial institution, it is highly important to know that the end-user is authenticating
correctly, and determine the online operations authorised. The goal of authentication is to
unequivocally verify the user’s claimed identity. When an authentication system uses more
than one factor of authentication, the system has a higher assurance that the user
authenticating is the correct and intended user of the account. Due to the highly sensitive
nature of financial transactions, Multi-Factor Authentication is a must. It is also important to
maintain the security and integrity of the MFA solution like mobile authentication apps, secret
USB keys.

4. Manage Third-Party Risks:
Financial institutions rely on a variety of vendors, suppliers, and partners and those
relationships bring exposure to the business. Even if you have a strong security posture, your
adversaries can simply find the weakest list in your supply chain. Therefore, it is highly
recommended to establish a solid Vendor Risk Management Program (VRMP).
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5. Securing mobile banking:
Mobile banking significantly increases the attack vector. As the end-user might not be aware
of security vulnerabilities and may lack secure practices in their day to day usage of mobile
apps. Therefore, it is Bank’s responsibility to ensure mobile apps are encrypted, time-out
periods are short, and no customer information is stored or cached in the device. Sensitive
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data that is stored in Mobile Apps use the device’s secure storage.

6. Malware and Phishing:
Malware and phishing attacks work hand-in-hand. These kinds of attacks are more effective on
the client-side as end-users are not aware of the sophisticated attacks. However, it is highly
likely that attackers are able to infiltrate the bank's system through an employee, or a server
with weak security controls. It is highly recommended that financial institutions are prepared
for such attacks by building a resilient strategy. A well developed and tested backup plan, DR
plan, BCP plan should be one of the top security controls.

7. Training:
The business in financial institutions heavily depends on the strength of customer confidence
in your security practices. The customer would like to engage with a bank that takes the
security of their data and funds seriously. Therefore, It is highly recommended to engage your
customers and employees with security training. Always engage your customers with online
training on secure usage of mobile apps, online banking. Parallelly , engage your employees
with security training to reduce the attack vector.

Conclusion
Digital transformation is leading to technology innovation and mobility. With the increased
pace in technology innovation, cyber-attacks have become more sophisticated and effective.
This situation presents us with the challenge to improve services and build secure
infrastructure at the same time. In recognition of this, Australian regulators are working
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together to support financial institutions’ efforts to strengthen cyber resilience.
Adopting industry standards and implementing a depth in defense security architecture that
offers robust threat prevention across all threat vectors is worth strong consideration. It can
help reduce the complexity of cyber security operations and increase security effectiveness.
Financial institutions must aim for a sustainable cyber resilience strategy to defend against
sophisticated cyber threats.
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