


Introduction

Cyber security is listed as one of the top five risks in

the global threat 2022 issued by the World Economic

Forum. With the growing dependency on digital

platforms, Cybersecurity threats are on the rise. While

the world was still combating COVID-19, the

cybersecurity threats like malware and ransomware

attacks increased by 358% and 435% respectively.

Australia is no different from any other country listed in

this report. In fact, for Australia, the risk “Failure of

cybersecurity measures” is listed as the Top risk.

The World Economic Forum report is well-aligned with

the annual threat report issued by ACSC. Over the

2020–21 financial year, the ACSC received over

67,500 cybercrime reports, an increase of nearly 13

percent from the previous financial year. The increase

in the volume of cybercrime reporting equates to one

report of a cyber-attack every 8 minutes compared to

one every 10 minutes last financial year. 
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Over 67,500 cybercrime reports, an increase of nearly 13 percent from

the previous financial year.

Self-reported losses from cybercrime total more than $33 billion.

Approximately one quarter of reported cyber security incidents affected

entities associated with Australia's critical infrastructure.

Over 1,500 cybercrime reports of malicious cyber activity related to the

coronavirus pandemic (approximately four per day).

More than 75 percent of pandemic-related cybercrime reports involved

Australians losing money or personal information.

Nearly 500 ransomware cybercrime reports, an increase of nearly 15 per

cent from the previous financial year.

Fraud, online shopping scams, and online banking scams were the top

reported cybercrime types.

An increase in the average severity and impact of reported cyber

security incidents, with nearly half categorised as 'substantial'.

Highlights
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Ransomware is consistently making at the top of every list for so many years. 

The reason is the complexity and efficiency of the attack. The ransomware is a severe threat

as it causes financial loss in terms of ransom and the downtime caused by it. Surprisingly, we

haven’t learned much from previous ransomware attacks. One big lesson to be learned is to

develop a ransomware strategy- To Pay or Not to Pay. This strategy must be developed

according to the criticality of the assets. This will help you to design your resilience strategy.

Furthermore, these strategies will lead to developing good cyber hygiene.

Ransomware

600 + 
USA No.1 Place

21 + 
Australia No.6

Irrespective of the size or type of organisation, poor

cyber hygiene makes up to the top of this list. Poor

Cyber hygiene is the root cause of all cyber-related

incidents. Cyber hygiene includes a set of organisational

practices for ensuring the safe handling of critical cyber

assets. Locally managed assets, uncategorised data

moving in and out of organisation, poorly managed

privilege access, securing assets on an ad-hoc basis are

a few poor hygiene practices. It is like personal hygiene,

where you develop a routine of small, distinct activities

to prevent major health problems.

Poor Cyber Hygiene

Australia is on no.6 most targeted country in

Ransomware Attacks. 
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There are 6.4 billion mobile smartphone device users

worldwide. Mobile web traffic accounts for 54% of global

web traffic. This means both personal and work-related

data is flowing through the internet on mobile devices,

making it one of the most vulnerable devices. With the

pandemic, people are forced to work from home, their

mobile devices for non-secure locations. Organisations

must consider securing personal and work mobile devices.

Consider using MDM and multiple profiles on mobile

devices. Segregating work profile and personal profile will

greatly enhance cyber security posture.

 Mobile Device Security

52%
52% of phishing attacks

were executed through

mobile devices

60% of breaches in Australia can be

linked to unpatched systems.

Although patching is one of the major components of cyber

hygiene, it still appeared in our list as a lesson learned. The

reason is obvious. 60% of breaches in Australia can be linked

to unpatched systems. Timely patching systems is so

important that even ACSC has patching as one of the eight

essential strategies. The issue is not only patching but manual

patching. We have observed that there are many

organisations that patches systems manually. Manual

patching makes management and visibility of unpatched

systems nearly impossible. As a lesson learned, we

recommend organisations adopt patch management

solutions.

Manual Patching
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Despite being raised multiple times by multiple sources,

gaining visibility over your infrastructure is still listed as a

lesson learned. With the increase in complexity of systems

and solutions gaining visibility over the infrastructure, critical

assets are important. If you add microservices and cloud

infrastructure to the mixture, gaining visibility becomes

critical and difficult. You can only protect what you can see.

There are multiple solutions available in the market for

gaining visibility. However, these solutions are extremely

costly, making them a luxury product for most small and

mid-tier organisations. Ultimately leading to accept the risk

rather than treating it. There are some opensource visibility

products available, but most organisations lack the

knowledge and resource to maintain such products.

Gain Visibility

One of the repercussions of COVID-19 is remote working,

which is becoming a new normal. This means the attack

vector has substantially increased, making organisations

vulnerable. Therefore, endpoint security has become

increasingly important. Just adding an anti-virus program is

not enough. Your organisation needs an endpoint security

solution that can help you gain visibility over the risks,

vulnerable endpoints, and behavioural activities. A solution

that provides you with the ability to quarantine the endpoint,

if infected. Look for the Gartner magic quadrant for endpoint

security and find a solution that suits your organisation and

budget.

End Point Protection
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Business Email Compromise or BEC is one of the

greatest risks listed in various public and private

cyber security forums. Email is the easiest to target

and exploit. Complex attacks like Ransomware are

executed using emails. There are multiple vendors

that provide email security, but nothing can beat

email security training. Phishing training is just one

component of email security. Consider a use case

where a phishing email arrives from a legitimate

source. Maybe your vendor is compromised, and

your staff received a phishing email regarding a

project they are working on with them! Now what?

Train your staff with all such use cases. Your staff is

your first line of defence.

Email Security

You are only as secure as your weakest link. One of

the most important lessons we learned from 2021 is

to secure your supply chain. Include Third-Party Risk

Assessments, Privacy Impact Assessments as a part

of your procurement process. Having an excel sheet

filled by your vendor as a response to your third-party

risk assessments is not enough. Gather evidence of

your vendor’s responses. Evaluate your vendors

periodically, ensure you are covered contractually in

case of cyber breaches.

Vulnerable supply chain

96%
of phishing attacks

executed via email
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Your managed services providers are not cyber

security experts. MSPs are your outsourced IT

operations, not security operations. Usually,

organisations reach out to their MSP for security,

and if due diligence is not performed, it is easy to

get served with poor quality cybersecurity services.

Many organisations were impacted because they

were not informed about the cyber risks, they are

exposed to by their MSPs. Not because they didn’t

want to, but because MSPs are not equipped with

the right talent to provide timely advice on security.

It is highly recommended to engage a security

partner where they can work collaboratively with

your MSP ensuring improved cybersecurity posture.

Managed Service Provider

Considering the scale of attacks related to malware,

ransomware, and DDoS, it is wise to seek resilient

infrastructure. The lesson we learned regarding

resilience is to identify critical assets first. We have

observed that many organisations don’t maintain an

asset register based on criticality. Only if you know the

value of the asset to your business, you can invest in

resilience. Investing in a resilient solution will not help

until you have a solid strategy based on the value of

your assets. Wherever possible introduce quantitative

risk assessment to gain visibility over your critical

assets. Ensure resilience strategy includes detecting,

responding, and recovering elements to build a

resilient infrastructure.

Resilience

"Managed services

providers attract

attention from

attackers, who see

them as a gateway

to access their

clients' networks. "

www.rabbon.com.au

https://rabbon.com.au/




In the year 2022, you can expect organisations to

adopt passwordless solutions. Managing multiple

passwords has been proven to be extremely

insecure and frustrating. Maintaining multiple

passwords is the core reason for poor password

hygiene. The good news is that organisations,

vendors, and end-users have identified passwords

as threats. There is a long way to go for eliminating

passwords completely, however, we will see huge

investments in going passwordless.

Passwordless

We, as a cybersecurity community, have been

suffering from a talent shortages for several years.

With cloud adoption strategies, organisations will

experience a shortage of cloud security talent. In

Australia, we were under long lockdowns and

international borders were closed, contributing

further to the talent shortage. The good news is that

international borders are opening, talent can stream

into the industry, however, it will take some time to fill

the gaps. In the year 2022, we will continue to suffer

from the shortage, we have big hope for the year

after.

Talent Shortage
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We have seen Ransomware as a Service in 2021

making huge impacts on the way ransomware

attacks are executed. On the other hand, Darkweb

became a critical platform for cybercriminals to

manage sales and purchase of the stolen data. In

2022, we will experience their mergence, and the

genesis of the two will turn into a more

sophisticated attack mechanism. In 2022, we will

have to work on our resilience strategies and invest

more to combat this monster.

Ransomware Genesis

Most organisations are heavily dependent on their

supply chains to meet business goals. Vulnerable supply

chains will continue to haunt us in 2022. Most of the

attacks in 2020 and 2021 were related to supply chains,

third-party providers. We have observed that many

organisations have identified this as a serious

vulnerability and are working on Vendor Risk

Management Programs (VRMP). There is a long way to

completely secure the supply chains, however, we can

expect enhancements in this area in 2022.

Secure supply chain
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IaaS expenditure

223B in 2022

 $223B
Small businesses

will move to cloud

90%

Blockchain has made its impact on cryptocurrencies

and NFTs, now it is cybersecurity. We have

observed multiple blockchain projects in 2021 which

will make their mark in 2022. Most of the blockchain

cybersecurity projects are built around Identity and

Access Management. We have been focusing on

centralised Identity management for years, now is

the time for de-centralising IAM, using blockchain

technology. In the year 2022, blockchain will make

its mark in cybersecurity

Blockchain in Security

With more organisations moving to the cloud and

leveraging cloud benefits, we will see increased

expenditure on cloud security. Undoubtedly, cloud

infrastructure is the future of IT operations, however,

the cloud is still mystical for many organisations. We

have observed that many organisations migrated to the

cloud with poor migration strategies, and now they are

exposed to high cyber risks. Nevertheless, organisations

have identified that they need to cater for cloud security

if they need to achieve their business goals-securely. In

2022, more cloud-related migrations, more security

expenditure.

Cloud Security
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Australian organisations have global business

interests and dependencies, leading to the data

management of citizens/organisations from

multiple countries. GDPR proved to be the first

regulation that has taken privacy as one of the major

compliance requirements. Now there are other

countries following their footsteps, especially Asian

countries like Malaysia, Singapore, India. In 2022, we

will see privacy making up to the top of compliance

requirements.

Privacy 

With machine learning already doing wonders in IAM,

SIEM Solutions, SOC platforms Artificial Intelligence will

extend its use cases in 2022. In 2022, AI will heavily

contribute to detecting zero-day malware, prioritising

threats/risks, and taking automated remediation

actions. Although AI already exists in the cybersecurity

domain, its dependency on humans will be substantially

reduced. In 2022, We will see enhanced monitoring and

alerting, vulnerability management, and IAM solutions

based on AI.

Artificial Intelligence 
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Quantum computer to make debut: 18 January

2022, Europe’s first quantum annealer with more

than 5,000 qubits was launched in Germany. Israeli

innovation authority and the defence ministry has

laid the foundation of their first quantum computer

in Feb 2022. Most of us are not known of the

dynamics of quantum computing. One use case of

quantum computing in cybersecurity is

cryptography. Quantum computers can generate

insane pseudo-random combinations which are

almost impossible to crack. QKD (Quantum Key

Distributions) can be used for key sharing. Believe it

or not, quantum computing is a reality and quantum

computer is an unknown cybersecurity beast.

Quantum Computing

Deepfakes is a sophisticated AI technology to create

images of fake events or people. Deepfake technology

is getting better and making their way to the

mainstream. Deepfakes are extremely dangerous in

situations like war, where misinformation may lead to

serious damages. Deepfakes can cause havoc on

individuals and society. Many fraud detection platforms

are able to detect deepfakes, however, the success rate

is only 65%. In 2022, we will see deepfake causing

serious damages, making it the most challenging

cybersecurity threat.

Deep Fakes
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